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A.Windows XP

Valid for the operating system Microsoft XP

(all versions).

It's recommended to have the latest updates of the system.

To connect to the wired network, the user authentication is required through the protocol 802.1x.

Follow to:
Set autostart service “Wired AutoConfig”:

#san] & 4 Start > My Computer > right click to select Manage,
Services and Application > Services > select service "Wired AutoConfig".

E Computer Managenment

Action  Wisw  Window  Help

=] File

=10x]

JEETES

A= EE e ENERTE

E Computer Management (Local)

Elm System Tools
E]--@ Event Yiewer
[#-g-] Shared Folders
E]---S Local Users and Groups
[ Performance Logs and alert:
z, Device Manager
[—]@ Skorage
B-g Removable Storage

----- Diisk. Defragmenter

Disk Management

I'_—'I"& Services and Applications
Services
----- WHI Control
-85 Indexing Service

Wired AutoConfig

Start the service

Descripkion:
This service performs IEEE 802.1%

authentication on Ethernet interfaces

Mame 7 I Description I Status I Skarkup ... I Log On:l
%Uninterruptible Pow,.. Manages anu... MManual Local S
%Universal Plugand ... Provides supp... Manual Local S
%Volume Shadow Copy  Manages and ... Manual Local 5
%Webclient Enables Wind...  Starked Aukomatic  Local S¢
%Windows Audio Manages audi... Started Automatic  Local 5
%Windows Firewall/T... Provides net...  Started Automatic  Local 5+
windows Image Ac...  Provides imag... Manual Local 5
%Windows Installer Adds, modifie... Manual Local 5
%Windows Managem... Provides a co...  Started Automatic  Local S
%Windows Managem... Provides syst... IManual Local 5
%Windows Tirne Maintains dat...  Started Automnatic

d Autc ig

%Wireless Zero Confi... Provides auka.,.  Starked
%WMI Perfarmance ...  Provides perf...
%Workstation Createsand .., Started

1

flanual
Aukarnatic
MManual

Automatic

Local 5

Local 5

Laocal 5
Local 5+

| Extended

| 2l

Standard /

Right click to select ,Properties®,

Note: If the button “My computer” does not appear, please customize the Start menu. Right click to select

T
,Properties* at "Start" £t & & jcon, in the “Start Menu” card select “Start Menu” like this:

Taskbar and Start Menu Properties @

Taskbar | Stat Menu

©Stattmend
Select this menu style for easy access to the
Intemet, e-mail, and your favorite programs.

O Classic Statt menu

Select this option to use the menu style from
earlier versions of Windows.

Another way is to find the desktop
icon “My computer”.
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In the ,General” card select the Startup type: ,Automatic”.

wired AutoConfig Properties (Local Computer) ed B

General I Log Dnl Hecover}ll Dependenciesl

Service name: Dot3sve

[W‘ired AutoConfig

Dizplay name:

This service performs |[EEE 802.1% authentication on;|

Description: :
= p Ethernet interfaces LI

Path to executable:
C:\aIND O SAS pstem32hevehost exe -k dot3sve

Startup type: Automatic: j
Manual
. Dizabled
Service status:
Start | Stop I Bauze Besume |

“You can specify the start parameters that apply when you start the service
fram here.

Start parameters: I

ak. I Cancel | Apply

Click at the “Start” button to run the service.

VWired AutoConfig Properties {(Local Computer) |

General I Log Dnl Flecoveryl Dependenciesl

Service hame: Dotdzve

Dizplay name: [Wired AutoCanfig

Thig zervice performs IEEE 802 1% authentication 0n;|

D escription: :
= e Ethernet intefaces LI

Fath to executable:
CAWINDOWSAS petem32hevchost exe -k dot3zve

Startup type: Automatic j

Service statuz:  Stopped

Stop I Pause FBesume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

Ok Cancel Apply
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The service is running, press “OK” to close the Window.

wired AutoConfig Properties (Local Computer) ed B

General I Log Dnl Hecover}ll Dependenciesl

Service name: Dot3sve

[W‘ired AutoConfig

Dizplay name:

This service performs |[EEE 802.1% authentication on;|

Description: :
= p Ethernet interfaces LI

Path to executable:
C:\aIND O SAS pstem32hevehost exe -k dot3sve

Startup type: Automatic: j

Service status:  Started

Start | Stop I Bauze Besume |

“You can specify the start parameters that apply when you start the service
fram here.

Start parameters: I

Cancel | Apply |

If the network cable is connected, the following window appears in the right down corner: “Additional
information is required to connect to the network”.

i) Additional information is required to connect to the network IE‘

Click to provide additional information and conneck

.
Now do not click at the window and continue in the setup of the connection properties:
Setup Authentication in Wired connection properties for the internet connection:

st & [ Start > Control Panel > Network Connections

b
Fil= Edit “ew Favorites Tools Help | :f
\_) Back - \_) - l_'_ﬁ‘ | /..-j Search i Falders | v
Address Iﬁv Cantrol Panel j o

Acce;sibility Add Hardware A-dd or Administrative  Automatic  Date and Time 22

Options Remov... Tools Updates

E" Control Panel

B’ Switch to Category Yiew % ’\1(:/ "j :ELP’ Q ":'3@

Display Folder Options Fonts Game Inkernet kevboard
~ Controllers Options
See Also ES
p i ‘\ A e il
-'“ wWindows Updake ) -1 H "‘_1} L
o s == E‘@ =
@) Help and Suppart Mause ] Metwork Setup Phone and — Power Options  Printers and
Co 5 Wizard Modern ... Faxes
,o ) g Connects to other computers, networks, and the Inkernet. P
=
Regional and  Scanners and  Scheduled Security Sounds and Speech
Language ... Cameras Tasks Cenker Audio Devices
8 @ o
;}j B g |
System Taskbar and  User Accounts Windows Wireless
Skart Menu Firewall Metwork Set... ﬂ
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Right click to select ,Properties” at "Local Area Connection" icon.

=
| &

Eile Edit ‘iew Favorites Tools Advanced Help
- &Y - @ =
e Back </ lﬁ P Search i~ Folders

Address It}_ Metwork Connections

EBE

“| LAN or High-Speed Internet
Metwork Tasks &

Create a new
connection

Set up a home or small
office network
Change Windows
Firemall settings

e
&% Disable this network

e F

Eroadcom Metktrema 57 Gigabit Contraller

device
Repair this cannection J
-

In the window “Local Area Connection Properties” select the card “Authentication”,

L Local Area Connection Properties ed |

Authentication I Advanced I

Connect using:

I B8 Broadcom Met<treme 57xx Gigabit C

Thiz connection uzes the following items:

% Clignt for Microsaft MNetworks

gFile and Printer Sharing for Microsoft Netwaorks
SQUS Packet Scheduler

S Intemnet Protocol [TCRAAP)

Inztall... I Wrinstall Properties
— Description
Allows your computer to access resources on a Microsoft
netwark.

[T Shaw icon in natification area when connected
[V Hatify me when this connection has limited or no connectivity

Ok Cancel
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Compare the settings with the picture below and press “Settings”,

General Authentication I Advanced I

Select thiz aption to provide authenticated netwark. access for
thiz Ethernet adapter.

[¥ Enable IEEE 80213 authertication

Choose a network authentication methad:

|Pratected EAP (PEAF) =l

I LCache uzer information for subsequent connections
ta this netwark

Ok | Cancel |

uncheck “Validate server certificate” and compare the settings with the picture below and select
“Configure”,

Protected EAP Properties ed |
When connecting:

I walidate server certificate

r Conneck to these servers:

Trusted Rook Certification Authorities:

O 2ea.ECOM Rook Ca -
O autoridad Certificadora de la Asociacion Macional del Motaria
O autoridad Certificadora del Colegio Macional de Correduria P,
O EBaltimore EZ by DST

D Belgacom E-Trust Primary CA

D CaM HET SecureMet C8 Class A

D CEBM HKT SecureMet CA Class B _ILI
4| | »

= Do not prompt user bo authotize new setvers or trusted
certification autharities,

Select Authentication Method:

ISecured password (EAP-MSCHAP vz2)

[V Enable Fast Reconnect
[™ Enable Quarantine checks
[~ Disconinect if server does not present cryptobinding TLY

Ok | Cancel |

uncheck the field in this window and press “OK”.
x|

‘when connecting:

r Automatically use my Windows logon name and
pazsword [and domain if any).

Cancel
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Close the configuration by selecting “OK” twice.

Wi GEmmEEgy General Authentication | Advanced |
I walidate server certificate

I Connect b these servers: Select this option ta provide authenticated nebwork. access for
I thiz Ethernet adapter.

Trusted Rook Certification Suthorities: ¥ Enable IEEE 80213 authentication
[ Aga.ECOM Roct A -
O autoridad Certificadora de la Asociacion Macional del Motaria Choosze a network authentication method:

O autoridad Certificadora del Colegio Macional de Correduria P, -
0] Baltimore E2 by DsT [Protected EAP (PEAP) = Setings.._ |
D Belgacom E-Trust Primary CA

D CaM HET SecureMet C8 Class A

= LCache uzer information for subsequent connections
DI CEBM HKT SecureMet CA Class B I _ILI 1o thiz metwark
[l »

= Do not prompt user bo authotize new setvers or trusted
certification autharities,

Select Authentication Method:

ISecured password (EAP-MSCHAP v2) j Configure. .. |

[V Enable Fast Reconnect
[™ Enable Quarantine checks
[~ Disconinect if server does not present cryptobinding TLY

Cancel |

Cancel |

Now the Local Area Connection is finished.

If the window requesting additional information does not appear, please unplug and plug in the network
cable.

The following window appears in the right down corner: “Additional information is required to connect to
the network”:

jl) Additional information is required to connect to the network Iz‘

Click to provide additional information and connect

Click at the window and fill in the User name (as NetID@upce.cz) and your password.
Do not fill the field ,Logon domain®:

Enter Credentials |

User name: I st12345@upce.cz

Password: I"ﬂnn

Lagon domain: I

™| Sawe this user name andpassword For futire use

Cancel |

Select “OK”.
The user with the active NetID will obtain an IP address and connect to the network.

Note: You can find the information about NetID at http://www.upce.cz.
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Troubleshooting:
1. If the following window appears:
x|

Wwindows was uhable to connect to the nebwork using the uzer
name and password you provided. Please re-enter the

pazzword..

User name: Ist1 2345@E0pee.cz

Pazsword: Im—
Domain: I

oK I Cancel I

your password is wrong. Check your Username and Password.

In other cases the following window appears in the right down corner: “Additional information is required to
connect to the network” again:

jrj Additional information is required to connect to the network IE

Click ko provide additional information and connect

arir

Please follow to:

2. Check all the settings mentioned above.
3. Check another settings of TCP/IP Local Area Connection:

Once again open the window “Local Area Connection Properties”,
In the “General’ card select “Internet Protocol (TCP/IP)”, select “Properties”

L Local Area Connection Properties ed |

General I Authentication I Advanced I

Connect using:

I B8 Broadcom Met<treme 57xx Gigabit C

Thiz connection uzes the following items:

5 Cligrt for Microsoft Metwaorks

gFile and Printer Sharing for Microsoft Netwaorks
SQUS Packet Scheduler

o | ntermet Protocol [TCPAF)

Inztall... I Wrirstall Properties

— Description
Transmission Control Protocol/|nternet Protocaol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[T Shaw icon in natification area when connected
[V Hatify me when this connection has limited or no connectivity

Ok Cancel

Page 8 of 19



Compare the settings with the picture below; the automatic IP and DNS must be enabled. Close all the
windows by selecting “OK”.

Internet Protocol (TCP/IP) Propetties 21 x|

General I Alternate Configuration I

You can get IP settings assigned automatically if wour network. supparts
thiz capability. Otherwize, you need to ask your network. administrator for
the appropriate P settings.

% Dbtain an [P address automatically
—™ Lzge the following IP address:

1P address: I . . .
Subnet mask: I . . .
Default gateway: I . . .

¢ Obtain DNS server addiess automaticaly

— Lse the following DMS server addreszes:

Erefered DS sener I . . .
Altemate DHE semvern I . . .

Advanced... |

Cancel |

Unplug and plug in the network cable again and log in to the wired network.
4. If the problem still persists, please contact the network administrator of the dormitories.

For the news and updated information, please visit: http://www.upce.cz Information centre pages.

Information centre, University of Pardubice.
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B. Windows Vista

Step by step guide for connecting PC to wired LAN at dormitories of University of

Pardubice

English version
Version 1.0
July 2008

Valid for the operating system Microsoft Vista (all versions).
It's recommended to have the latest updates of the system.

To connect to the wired network, the user authentication is required through the protocol 802.1x.

Follow to:

Set autostart service “Wired AutoConfig”:

@ Start > Computer > right click to select Manage,
Services and Application > Services > select service "Wired AutoConfig".

;é" Computer Management

File Action View Help

e 7EHc= HE »unw

A4 Computer Management (Local
4 ) system Tools
v @ Task Scheduler
- §2] Event Viewer
> @z] Shared Folders
- ¥ Local Users and Groups
v @ Reliability and Perferm:
a4 Device Manager
a 3 Storage
= Disk Management
4 ::::,_; Services and Applications
Ch Services

& WMI Control

L] i |

-

,, Services
Wired AutoConfig

Start the service

Description:
This service performs [EEE 802.1X
authentication en Ethernet interfaces

Mame

S Windows Module..,

% Windows Presenta...

Lo Windows Remote ...

S Windows Search
5 Windows Time

S Windows Update
Lo WinHTTP Web Pr..,
* 4 \\ired AuteConfig

L6 WLAN AutoConfig

Lo WMI Performance..,

L Workstation

Description

Enables inst..
Optimizes p...
Windows R...
Provides cau.,
IMaintains d...
Enzables the ...
WinHTTP i..,

This service ...

This service ...
Provides pe..
Creates and...

Status

Started
Started

Started

Startup Type
IManual
fManual
fanual
Automatic
Automatic
Automatic (D...

IManual

Ianual
IManual
Automatic

Leg On As
Local Syste..,
Lecal Service
Metwork 5...
Local Syste..,
Lecal Service
Local Syste..,
Lzcal Service
Local Syste...

Lecal Syste...,

Local Syste..,
Lecal Service

\ Extended /(‘Standard/

Right click to select ,Properties®,
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In the ,General“ card select the Startup type: ,Automatic”.

Wired AutoConfig Properties (Local Computer)

General | Log On | Recc\fefyl Dependencies|

Service name: dotdsve

Display name: Wired AutoCorfig

Description: is service performs |[EEE 802 1X authentication
- n Ethemet interfaces

-

Path to executable:
CoWindows system 32 svchost exe + LocalSystemMNetwork Restricted

Automatic (Delayed Start
Help me configure

Startup type: IWﬁ - I

Manual

. Dizabled

Service status:  Stopped
Start ] | Stop | | Pauze | | Bezume |

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok [ Cancel || foply

Click at the “Start” button to run the service.
Wired AutoConfig Properties (Local Computer)

General | Log On | Recc\fefyl Dependencies|

Service name: dotdsve

Display name: Wired AutoCorfig

Ethemet interfaces

-

Description: ll':l"his service performs [EEE 802.1X authentication
- n

Path to executable:
CoWindows system 32 svchost .exe + LocalSystemMNetwork Restricted

Startup type: [.N_rtornatic o

Help me configure service startup options.

Service status:  Stopped

[ Start i | Stop | | Pause | | Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

OK || Cancel | [  eply
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The service is running, press “OK” to close the Window.

Wired AutoConfig Properties (Local Computer)

General | Log On | Recoveryl Dependencies|

Service name: dotdsve

Display name: Wired AutoCorfig

Diescription:

is service peforms |EEE 802.1X authentication  »
n Ethemet interfaces i

Path to executable:
CoWindows system 32 svchost exe + LocalSystemMNetwork Restricted

Startup type: [.Pu_rtornatic 7

Help me confiqure service startup options.

Service status:  Started

Start Pauze Bezume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[0k ][ Cancel |[ fppy |

If the network cable is connected, the following window appears in the right down corner: “Additional
information is required to connect to the network”.

Ak Additional information is required to connect to the network
= Click te provide additional information and connect

Now do not click at the window and continue in the setup of the connection properties:
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Setup Authentication in Wired connection properties for the internet connection:

e Start > Network > Network and Sharing Center > Manage network connections

e EE )
@'@ﬂ;—ﬁ » Control Panel » Metwork and Sharing Center - | 4 | | Search P |
@ -

fasis Metwork and Sharing Center

View computers and devices

View full map
Connect to a network

Set up a connection or network

Manage network connections . ¢
VISTA-PC Unidentified network Internet

Diagnose and repair (This computer}
EFIUnidentified network (Public network) Customize
Access Limited Connectivity
Connection Local Area Connection View status

|2 Sharing and Discovery

Metwerk discovery @ Off @ b
Seealso File sharing @ Off @
Internet Options Public felder sharing @ Off @
ARl el Printer sharing © Off (no printers installed) v

Mame Status Device Name Connectivity Metwark Category Cwner Type >
LAN or High-5peed Internet (1) ~
- | Local Area Connection

- Unidentified network
ﬂ@‘ Broadcom MetLink (TM) Gig...

[ Broadcom NetLink (TM) Gigabit Ethemet |
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In the window “Local Area Connection Properties” select the card “Authentication”,
@ Local Area Connection Properties @

{ Tigfworking ;| Authentication |

Connect using:

L¥ Broadcom NetLink (TM) Gigabit Ethemet

This connection uses the following tems:

8 Client for Microsoft Networks

QODS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
& |ntemet Protocol Viersion & (TCP/IPvE)

i |Intemet Protocol Viersion 4 (TCP/IPv4)

i |ink-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

Install.... ] [ Uninstall ] [ Properties

Description

Allows your computer to access resources on a Microsoft
network.

[ 0K ][ Cancel ]

Compare the settings with the picture below and press “Settings”,
U Local Area Connection Properties (=3

Authentication

Select this option to provide authenticated network access for
this Ethemet adapter.

I~d Enable |IEEE 802.1X authentication

Choose a network authentication method:

| Microsoft: Protected EAP {PEAF > |

Cache user information for subsequent connections
tor this netwoark

OK ] [ Cancel
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uncheck “Validate server certificate” and compare the settings with the picture below and select
“Configure”,

Protected EAP Properties
When connecting:

I validate server certificate

[= Conneck to these servers:

Trusted Rook Certification Authorities:

s 3PublcPrimary Cericaton sty
O Microsaft Root Autharity
O Microsaft Root Certificate Autharity
[ Thawte Timestamping CA

™ Do ot prompk user bo authorize new servers or trusked
certification authorities,

Select Authentication Method:

ISecured password {(EAP-MSCHAP v2) j

¥ Enable Fast Reconnect
I~ Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLV

OK | Cancel |

uncheck the field in this window and press “OK”.

EAP MSCHAPY2 Properties

-

When connecting:

r Automatically use my Windows logon name and
password {and domain i any).

Cancel |
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Close the configuration by selecting “OK”.

@ Local Area Connection Properties @

Metworking | Authentication

Select thie option to provide authenticated networlc access for
this Ethemet adapter.

¥ Enable IEEE 802 1X authentication
Choose a network authentication method:

| Microsoft: Protected EAP (PEAF v | Seftings... |

Cache user information for subsequent connections
to this networl

[ OK |[ Cancel ]

Now the Local Area Connection is finished.

If the window requesting additional information does not appear, please unplug and plug in the network
cable.

The following window appears in the right down corner: “Additional information is required to connect to
the network”:

Ak Additional information is required to connect to the network
= Click to provide additional information and connect

R e e T YNy Yy

Click at the window and fill in the User name (as NetID@upce.cz) and your password.
Do not fill the field ,Logon domain®:

Enter Credentials

User name: st12345@upce.cz

Password: sssssnee

Logon domain:

Save this user name and password for future use

Erok ) [ concel |

Select “OK”.

Note: You can find the information about NetID at http://www.upce.cz.
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The user with the active NetID will obtain an IP address and the following window appears.
Select your location: “Public location”,

o= =]

'.\_/.' & Set Metwork Location

Select a location for the "Network” network

Windows will automatically apply the correct network settings for the location.

E‘ Home

L@ Choose this for a home or similar location. Your computer is discoverable and
~—~ you can see other computers and devices,

Wark
1 v Choose this for a workplace or similar location. Your computer is discoverable

and you can see other computers and devices,

% Choose this for airports, coffee shops, and other public places or if you are
directly connected to the Internet. Discovery of other computers and devices is |
limited. :

Customize the name. location tvpe, and icon for the network
Help me choose

Cancel

To finish select “Close”.

'.\_/.' & Set Network Location

Successfully set network settings

% Metwork name: Network

Feme  Location type: Public

Discovery of other computers and devices
will be limited, and the use of the network
by seme programs may be restricted.

View or change network and sharing settings in Metwork and Sharing Center
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Troubleshooting:
If the/your authentication fails, follow these instructions:
1. Check all the settings mentioned above.
2. Check your Username and Password.
3. Check another settings of TCP/IP Local Area Connection:

Once again open the window “Local Area Connection Properties”,
In the “Networking” card select “Internet Protocol Version 4”, select “Properties”:

E Local Area Connection Properties @I

Networking | Authentication

Connect using:

L¥ Broadcom NetLink (TM) Gigabit Ethemet

This connection uses the following tems:

o8 Cliertt for Microsoft Networks

SODS Packet Scheduler

gFile and Printer Sharing for Microsoft Networks
& |ntemet Protocol Viersion & (TCP/IPvE)
et Protocol Version 4 (TCP/IPv4) |

i |ink-Layer Topology Discovery Mapper /0 Driver
i |ink-Layer Topology Discovery Responder

Description

Transmission Cortrol Protocol/Intemet Protocol. The defautt
wide area network protocol that provides communication
across diverse interconnectad networks.

OK ] [ Cancel
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Compare the settings with the picture below; the automatic IP and DNS must be enabled. Close all the
windows by selecting “OK”.

Internet Protocol Version 4 (TCP/IPv4) Properties @

General | Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings,

(@ Obtain an IP address automatically

() Uge the following IP address:

(@ Obtain DMS server address automatically

() Use the following DMS server addresses:

[ OK ] [ Cancel ]

Unplug and plug in the network cable again and log in to the wired network.
4. If the problem still persists, please contact the network administrator of the dormitories.

For the news and updated information, please visit: http://www.upce.cz Information centre pages.

Information centre, University of Pardubice.
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